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Businesses should 

consider investing in 
additional security features 
for devices to detect rogue 

apps, encrypt data and 
wipe phones if lost 

or stolen.

According to a recent report released by  
Intel Security and the Center for Strategic and 
International Studies, cybercrime costs the 
global economy up to $575 billion [£367 billion] 
a year – that’s bigger than the economies of 
many countries. 

Up to 150,000 jobs could also be lost in 
Europe alone due to cybercrime (adding about 
0.6pc to the total unemployed) with personal 
records stolen from more than 40m people in 
the US, 54m in Turkey, 20m in Korea, 16m in 
Germany, and more than 20m in China. 

One estimate from threat intelligence 
consultancy firm Risk Based Security (RBS) 
puts the total of the loss at 822m individual 
records in 2013 from 28,164 separate incidents 
– nearly double the previous highest year on 
record (2011). Hacking accounted for almost 
60pc of incidents and more than 70pc of leaked 
records. The data analysed included all sorts of 
data loss, not just big hacking incidents but 
small events involving fewer than 1,000 leaked 
records – which make up more than half of the 
reports. While 9.3pc of the incidents were 
described as “physical”, they contributed less 
than 0.1pc of the leaked records, showing just 
how much more vulnerable online data are to 
large-scale theft and loss. 

The report also revealed that individuals’ 
names, user names and email addresses were 
stolen in 37pc of incidents, with passwords 
revealed in 47.8pc of all 2013 breaches. Taken 
together, this is more than enough information 
to commit identity fraud on a large scale. “One 
worrying finding is that 260 incidents involved 
organisations that have reported a data breach 

in the past, and 60 organisations reported 
multiple incidents in 2013,” says Barry Kouns, 
president and chief executive of Risk Based 
Security. “I would not want to be the one to 
explain that to stakeholders.”

As well as the loss of individual records,  
there is also the cost of cybercrime and damage 
to both company performance and to national 
economies. Cybercrime damages trade, 
competitiveness, innovation and global 
economic growth, claims the Intel Security  
and the Center for Strategic and International 
Studies report. No wonder that in December  
the EU and the US announced bilateral co-
operation for the first time to tackle cybercrime. 
“The inaugural meeting… will formalise and 
broaden co-operation on cyber issues as 
envisioned during the US-EU Summit,” the  
US State Department said, adding “this co-
operation is founded on our shared interest in 
an open and inter-operable internet, and our 
commitment to a multi-stakeholder approach 
to internet governance, internet freedom and 
the protection of human rights in cyberspace.”

Nor is this threat from cybercrime expected 
to reduce any time soon with the shift towards 
mobile computing and the internet of things 
(IoT) meaning more business devices than ever 
before will be connected to the internet. 
According to statistics from Cisco the number 
of things (as opposed to people) connected to 
the internet exceeded the number of people on 
the planet in 2008 and it’s expected to reach 25 
billion items in 2015 and 50 billion in 2020.

According to Neil Thacker, information 
security and strategy officer EMEA for security 

firm Websense, the IoT poses risks for 
consumers and businesses alike. “Once you 
connect 30 billion devices to the internet you 
are opening yourself up to a much bigger attack 
surface,” he says. There is even now a search 
engine for the internet of things called Shodan 
which has made it easier for both the malicious 
as well as the curious to identify internet-
machines, including connected devices that are 
likely to have security shortcomings.

Indeed the first IoT cyber-attack has already 
been reported. According to US security firm 
Proofpoint more than 750,000 phishing and 

spam emails were launched last year from 
more than 100,000 household devices, 
including connected televisions, home routers 
and even smart fridges. Only last month a 
Russian website was able to access internet-
connected security cameras to broadcast scenes 
such as children watching television, a man 
making a cup of tea and an elderly woman 
asleep in bed. A total of 584 vulnerable video 
cameras in the UK were identified and listed on 
the website although the site originally had 
access to 160,000 cameras worldwide. 

Far from being an elaborate hack, it appears 

that the security breach was caused by the 
users failing to change the default password  
on their security cameras which was easily 
exploited. Speaking to The Daily Telegraph,  
the anonymous hacker said his work was 
enabled by “laziness and IT ignorance” on  
the part of the public. He continued: “The 
important thing is to set a password on home 
devices. The list of devices without a password 
is not limited to cameras. It could include 
network scanners, printers, green energy 
systems and even coffee machines. In the near 
future it will be home robots, droids, 
quadrocopters or automobiles.”  

But while hacking of consumer webcams 
makes the headlines, it is mainly businesses 
that are most at risk, reckons Websense’s Neil 
Thacker: “Primarily devices such as printers 
are a pivot point into a corporate network. 
Businesses don’t worry too much about their 
printers. They always patch their end point 
machines and their servers, but printers get left 
behind. Once an attack has been documented 
all it takes is for someone to reverse engineer 
that code. They can then move deeper into the 
network and take control of other devices.” 

David Knight, the general manager of 
Proofpoint’s Information Security Division, 
adds: “Botnets are already a security concern 
and the emergence of ‘thingbots’ may make the 
situation much worse.”

Perhaps at greatest risk from attack are the 
huge industrial control systems, which are 
increasingly connected to the internet. These 
are typically used by businesses to control their 
heating and air conditioning. “If someone was 

to change your heating and air conditioning 
systems by turning them off, or turning them 
up or down they could cause huge physical 
damage to the data centres,” reckons 
Websense’s Neil Thacker. “Hackers don’t need 
to access the network through the firewall any 
more. There might be something already 
talking to the internet and which can be 
accessed remotely. 

“Usually they have pretty poor security by 
default. There are organisations that have 
devices that are several years old.” 

 Mobile devices are also being increasingly 
targeted in cyber-attacks, according to 
Kaspersky Lab’s latest IT Threat Revolution 
report. It detected 7,010 mobile banking Trojans 
in the third quarter of 2014 – more than three 
times as many mobile Trojans as detected the 
previous quarter. As two-factor authentication 
(where an authentication code is generated by 
the user’s smartphone) becomes mainstream, 
more fraudsters will look to put malware on 
mobile phones to intercept those codes, Roel 
Schouwenberg, principal security researcher  
at Kaspersky Lab, predicts. “Two-factor 
authentication is effective in lessening the 
impact of a large data breach. But a big data 
breach is very different from protecting an 
individual against malware.” Kaspersky also 
predicts that fraudsters will focus more on 
mobile as mobile payments adoption increases, 
especially with the introduction of the Apple 
Pay system planned for later in 2015. 

As our online lives become increasingly 
elaborate, it’s never been more important for 
users to mitigate against the risk of hacking. 

The rapid increase in connected mobile devices offers greater convenience but presents serious security challenges for IT departments, Chris Price reports

Never underestimate the hackers

To find out how total mobility could help your business, visit telegraph.co.uk/ee or call 0800 079 0856

Fight cybercrime

As our lives and our world become ever  
more connected the amount of data being 
generated is growing rapidly. The so-called 
‘digital universe’ is doubling in size every two 
years and by 2020 it will reach 44 trillion 
gigabytes, according to a new study by IDC  
and EMC.

It can be difficult to comprehend what  
44 trillion gigabytes could actually look like,  
but I’ll give it a go.

One way of looking at it is that the current 
estimated size of the digital universe would fill 
a stack of iPad Air tablets that reach two-thirds 
of the way to the moon. At current projected 
rates of growth the 44 trillion gigabytes in 2020 
would be equivalent to 6.6 stacks reaching from 
Earth to the moon.

The current digital universe equals 1.7 
megabytes a minute for every person on Earth 
and this is largely being driven by the growth  
in connected sensors and devices - from 
smartphones to electricity meters, from urban 
traffic systems and cars to sensors on all kinds 
of things from cattle to kettles. 

It is the world of the Internet of Things  
(IoT) - and the number of ‘things’ is expected  
to reach 25 billion this year.

Mobile is a big driver of this connected 
universe. The study estimates the portion of  
the digital universe generated by mobile 
devices and people will rise from 17pc in 2013 
to 27pc in 2020, while mobile ‘things’ will make 
up more than 75pc of the IoT by 2020.

Hand-in-hand with mobile goes the  
growth in the use of Cloud services both  
in our personal lives and by businesses.  
The study says less than 20pc of data in the 
digital universe was ‘touched’ by the Cloud  
in 2013 but this is predicted to double to  
40pc by 2020.

But there is something else that makes this 
IoT world a reality. Superfast connectivity is a 
vital piece of the puzzle for this smart future. 
Faster and more reliable connectivity - both 
fixed and wireless - is the key enabler that links 
all these devices and sensors in the IoT and 
allows this flow of data.

But what does this all mean? It means a 
brave new world of connected smart devices, 
sensors, people and other things that will 
transform how we live, work and play and 
create new opportunities for businesses.

This theory of the connected economy is 
backed up by research from the McKinsey 
Global Institute, which says the spread of 
digital technologies will lead to global flows  
of trade tripling by 2025, triggering the next  
era of globalisation, centred on a global 
knowledge economy.

That will present challenges, opportunities 
and value: value that will be created from being 
able to extract, analyse and use the data from 
this connected world to empower employees, 
learn more about customers and transform 
business models.

How the influx of 
connected devices 
will change lives 

1
Always password-protect 

your device. Biometric 
fingerprint readers, such as 
Apple’s Touch ID, offer the 

highest levels of 
security.

5
Be careful when 

downloading apps from 
Google Play and Apple’s app 
stores. Read the feedback 

about the developer to 
gauge authenticity. 

2 
Avoid using public Wi-Fi in 
coffee shops and airports 

whenever possible, 
especially when dealing 
with sensitive business 

data and/or online 
banking. 

4
Turn off bluetooth, 

location services, Near Field 
Communications and Wi-Fi 
when not in use. It saves on 

battery and gives 
hackers less access 

to devices.

In association with EE   

Five tips for securing devices

Everything is better when it’s 
connected. And nowhere is this more 
important than in business. EE thinks 
the key to this is embracing mobility, 
which is becoming increasingly crucial  
for the UK. The goal is Total Enterprise 
Mobility: where all the information you 
need can flow freely between the 
people and machines that need it, 
regardless of where they are.

Mobile Workforce
Creating a genuinely mobile workforce so everyone  

is able to work wherever they want as effectively as if they  
were in the office — if not more so.

engaged custoMers
Reaching your customers through their mobile devices  
no longer means just via a website. Social media and  

apps have a crucial role, too.

M2M
Connecting your machines together, internally and  

externally. So information can move freely between machines, 
and from machines to your people who need it.

Olaf Swantee
CEO Of EE

Security is the number one 
concern of many businesses, 
worried that a proliferation of 
devices and operating systems 
in the workplace could create 
an increased risk of company 
data being lost, corrupted or 
even stolen. EE is the only 

network putting security, as 
well as speed, at the heart of 
its 4GEE service to businesses. 
EE, where superfast meets 
supersecure, offers a range of 
options from basic cloud-based 
mobile security to defence-
grade, regulated security.

the right tools
EE’s market leading 

security solutions give you  
the tools to manage and 
secure access to critical  
data, business applications  
and content from any 
smartphone or tablet. 

different packages
EE has developed  

a number of secure 4GEE 
bundles to suit varying  
security needs. These  
include a starter package  
on a hosted platform, 
providing basic security.  

Other solutions include 
Enterprise, which can  
be a hosted or on-site  
service and offers a range  
of business-grade options  
— tailored, for example, for  
the legal, financial or 
government sectors. 

flexible and clever
EE’s products are 

managed by simple, 
centralised tools and work 
across all major operating 
systems. Your company data 
will be secure and employees’ 
personal data is kept private.

 a solution for you 
As increasing amounts  

of data flows between people 
and machines, EE has the 
technology and the expertise 
to ensure data management 
that is superfast, supersecure 
and totally mobile.

How EE can help

Total Enterprise Mobility

In 2015 the security 
threat to mobile devices 
is set to increase 
exponentially. The 
“sandboxed” architecture 
of the mobile operating 
systems means that 
hackers are finding more 
creative means of 
attacking devices. 
Although Apple and 
Google’s app stores do 
their best to filter out 
malicious apps there is 
still a risk that the user 
may download one. 
That’s why MobileIron, 
which provides security 
solutions to EE’s business 
customers, integrates 
technology from app 
reputation companies like 
Appthority and Veracode. 
Ojas Rege, vice president 
of strategy, MobileIron, 
explains: “If a user 
downloads an app on  
a corporate device that 
they are not supposed to, 
an automatic rule will 
notify them to remove it. 
If they don’t, access to 
the enterprise from that 
device will be removed.” 

According to 
MobileIron, the security 
risk in the mobile space 
isn’t just limited to 
malware. One factor that 
firms need to consider is 
the integrity of the 
device’s operating 
system. “All bets are off 
when you tamper with  
an operating system,” 
explains Mr Rege. 

“It’s very important for 
a company to provide 
devices that haven’t  
been tampered with 
which is why we offer  
jail-breaking detection.”

Thanks to 
improvements in mobile 
security, particularly with 
the arrival of Android 5 
(Lollipop), it’s becoming 
much harder to attack 
mobile devices. However, 
attacks to the network 

are increasingly 
widespread. “Man in the 
middle” attacks – 
whereby sensitive data is 
intercepted, typically over 
a public Wi-Fi connection 
– “are not just common, 
they are now ubiquitous,” 
says Mr Rege. As a result, 
it’s becoming increasingly 
important for businesses 
to protect the connection 
between the app on the 
device and the back end 
data store with what’s 
known as a per app VPN 
(virtual private network). 
“A device-based VPN is 
not appropriate because 
all of your personal 
information will start 
going through the 
corporate network and 
you don’t want that 
anymore because of 
privacy concerns,” says 
Mr Rege. Typically with 
MobileIron a password-
controlled virtual 
workspace is created on 
the mobile device where 
the business apps are 
kept, away from a user’s 
personal apps. 

Mr Rege sees the role 
of the IT department in 
the mobile age as much 
less about “command and 
control” and much more 
about partnership. With 
people getting more used 
to technology in their 
personal life the demands 
of what it can do in their 
business life are 
becoming much greater. 

“Instead of being 
focused on restricting 
user actions, IT 
departments now have 
to focus on giving the 
user a great experience, 
protecting their privacy 
and giving them choice,” 
says Mr Rege. 

For MobileIron, it’s 
about listening to the IT 
needs of your employees 
and working with them. 

cP 

Case study: Ojas Rege, vice 
president of strategy, MobileIron

Botnets are already a concern 
and ‘thingbots’ may make the 

situation much worse
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